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Abstract

The growth of high-speed wide area networks (WANSs) has enabled the emergence of a new class of data
intensive, wide area computing applications, such as the remote analysis and exploration of data and data
mining. The de facto standard for reliable data transfers is the Transmission Control Protocol (TCP).
Despite improvements in TCP, over the years (to reduce overhead and achieve higher throughput) it is still
a common experience for the end to end data rates of wide area data mining and data analysis applications
to be disappointing. This paper introduces a library called SABUL (Simple Available Bandwidth Utilization
Library) which merges features of UDP and TCP to produce a light-weight protocol with flow control,
rate control and reliable transmission mechanisms designed for data intensive applications over wide area
high performance networks. In this paper, we describe the library and give experimental evidence of its
effectiveness.

1 Introduction

Although bandwidth is becoming a commodity, designing end to end network applications over wide area
networks which can effectively use the available bandwidth is still a challenge. Our particular concern is with
data intensive applications, such as remote data analysis and data mining [5], distributed data mining [4],
and publishing experimental data over the web, such as required by large scientific collaborations, including
EOQOS, the National Virtual Observatory, etc.

The overhead and inefficiencies of TCP /IP are well known, but it is the accepted transport protocol over
the IP /routing solution since deploying TCP-based applications is easy. Furthermore, it is known that TCP’s
congestion avoidence mechanism works well, and thus it is strongly supported by the network community.

Since the original specification of TCP, RFC793, there have been several performance improvements
suggested, such as RFC1122, RFC2001 and RFC2018. Despite these improvements, we argue in this paper



that there is still the need for a new protocol so that applications on high performance wide area networks
can use available bandwidth transparently.

In this paper, we are concerned with developing a suitable protocol for fast, reliable large data transfers
over wide area networks for data intensive applications. Data transfer methods to support distributed storage
in local area networks are much better understood [6] and [9].

We have three requirements:

1. The protocol should not be greedy in its bandwidth use so that it can co-exist with all the other
applications running on wide area networks.

2. Its performance should not be affected by the latency inherent in global wide area networks. One of
our target applications is building a global data web and there will inevitably be latency moving data
half way around the world.

3. It should be completely implemented and tuned at the application layer. To date, the successes in this
area have generally required system level network tuning, such as kernel level adjustments of the TCP
window size.

Applications such as video over IP and voice over IP are concerned with jitter or latency as they affect
the quality of video or voice. However, these factors only concern us in as far as they affect throughput.

In order to satisfy these requirements, we decided to merge existing protocols to create a new protocol,
SABUL, which can be simply used by any application, and which does not require any modifications to the
kernel. Eventually, of course, the protocol could be implemented into the kernel, which may further improve
its performance.

We believe that this work makes the following contributions:

1. Previous wide area data intensive applications have not effectively used the bandwidth of global high
performance networks [4]. Data intensive applications built with SABUL can effectively use this band-
width, as we demonstrate with our experimental studies.

2. Previous work has focused on using network striping to improve the end to end performance of wide
area applications [3]. In this paper, we achieve similar performance by using UDP for a data channel
and TCP for a control channel. More precisely, we use the TCP channel for rate control, flow control,
and reliable transmission.

3. Our particular approach is optimized for wide area data intensive applications. Prior work of which
we are aware has focused on local storage systems [9] and [6].

4. SABUL also continuously updates the communication state information using our TCP control channel.
This allows us to more efficiently exploit the available bandwidth, even if it is dynamically changing.

We end this section describing some of our motivation for developing SABUL.

In prior work, we have developed an infrastructure called DataSpace [5] for creating a web of data.
Although DataSpace was designed to work with high performance networks we observed that it was often
difficult to use the bandwidth effectively. For this reason, we developed a library called PSockets [3] which
used network striping at the application level to use the bandwidth effectively.

PSockets was first released in 1998 and since then has gone through several versions. We used PSockets
during the Network Challenge at SC00 in November 2000. During the Network Challenge, we were connected
to a router which was not configured properly and was performing poorly. On further investigation, with
tools such as Iperf, we realized that the available bandwidth was reasonably high, around 400 Mb/s, but the
performance from TCP/IP, even with the use of PSockets was not going over 225 Mb/s.

We investigated several possible causes for the poor performance. We first suspected the Gigabit Ethernet
driver on Linux. Since we were able in the past to achieve better performance (with identical equipment and
software) on a LAN, we eliminated this as a possible cause. Other possible causes were background packet
losses and jitter, both of which we observed. By background packet losses we mean packet losses which are



independent of the rate of traffic flow. We assume that both of these were present due to the misconfigured
router.

After SC00 we examined more carefully how the TCP stack was reacting to packet loss and latency
issues while using the Psockets library. We summarized the results in the paper [3]. During these tests
we also had an opportunity to test Psockets between two nodes, one located in Chicago, and the other in
Amsterdam. This particular test further illustrated the problem that Psockets, and TCP in general, has with
performing well over long distances, especially for data intensive applications. The results of this research
helped us design SABUL. It was clear that rate control is necessary to achieve good throughput. Also, these
measurements on parallel TCP sockets led us to the hypothesis that dynamically adjusting the rate in direct
response to packet loss would lead to a protocol which was more “friendly” to TCP than TCP is to itself.

Section 2 contains background information. Section 3 introduces the protocol and Section 4 describes it
in detail. Section 5 contains experimental results and Section 6 discusses them. Section 7 is the conclusion.

2 Background

The first computer network was developed by the Department of Defense. In 1969, ARPANET (consisting of
four nodes) was in place and by 1973 there were connections to Europe. The transport layer protocol used for
ARPANET was NCP (Network Connection Protocol). This was unsuitable to the needs of increasing traffic,
so in 1974, TCP and IP were proposed. Since then, with minor modifications, TCP has been accepted as the
standard protocol for reliable IP communication. Networks themselves, however, have changed drastically
over the last twenty-five years. For example, they have become over 10® times faster and many times more
reliable.

As performance requirements for TCP-based applications increased, several extensions to the protocol
were proposed, and some of them have been widely accepted. One such extension allows for an increase in
the window size (buffer size), along with a mechanism to control congestion. Effectively, this allows the rate
of transmission to be independent of the RTT (round trip time) between two nodes. What is often referred
to as “tuning the network” is setting the window size to RTT times available bandwidth. This should give
a rate of flow which utilizes all the available bandwidth. In practice however, this is not the case. Mainly,
this is due to the lack of rate control in TCP. Flow control, which is implemented by window size, ensures
that the receiver of the IP flow is not flooded with more packets than it can process. However, the rate at
which these packets are placed on the fiber is not dictated directly by TCP. This causes bursts in traffic flow,
reducing the average rate of transmission. It also causes packet loss on the bursts.

This brings us to the now very well known formula:

Bandwidth = 1.3« MTU/(RTT * sqrt(Loss))

[1] and [8], where MTU is the packet size used in the connection and Loss is the rate of packet loss in the
connection. This has been shown to be a fairly good estimate of TCP traffic behavior. It also has become
the criteria by which other protocols are measured in determining if they are “TCP friendly”. It is important
to note the role that RTT plays in the formula. The further away two communicating nodes are, the more
they are penalized by packet loss in their communication. What makes this even more pertinent is that TCP
is designed to increase the traffic flow up to the point where a packet loss is detected, at which point the
flow is halved; this is then followed by a linear increase in flow until another packet loss is detected. This
cyclic process is continued throughout the data transmission. Thus, by design, the throughput achievable by
TCP between nodes separated by great distances is independent of the available bandwidth. Furthermore,
no amount of “network tuning” can eliminate this simple fact.

Because of the lack of rate control in TCP, there have been various proposals over the years to develop
protocols with rate control. In the multicast arena, there is SRM [2] which is gaining acceptance. With our
current DataSpace application, we are only concerned with the unicast case. In this area there are several
choices. Probably the most popular is XTP (Express Transfer Protocol). This is a rate based protocol which
is a complete redesign of a transport layer protocol. It is not based on UDP or TCP, and includes a new
header structure for IP packets. This needs to be implemented at the kernel layer, and thus is not currently of
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Figure 1: Overview of SABUL’s architecture

interest to us. Of rate based protocols based on existing protocols, only NETBLT is RFC standardized. This
was proposed in 1985, RFC969, but is not widely used. NETBLT can be described as a rate controlled UDP
with error correction. It sends a block of data at a predefined rate. At the end of the initial transmission,
NETBLT waits for a list of lost packets from the receiver in order to resends any lost packets. It was designed
for unicast bulk data transfer, which is exactly what we need to drive our application. Our design of SABUL
is similar to NETBLT, but with notable improvements: dynamic rate control and streaming data tranfers
(not a block transfer protocol).

Another aspect of TCP which is often addressed in efforts to increase its performance is its overhead.
There are three main sources for this overhead.

1. Acknowledgment packets: In order to implement the sliding window mechanism defined in the TCP
specifications, an acknowledgment of every received packet needs to be transmitted to the sender. The
size of these packets is relatively small, since there is no data payload.

2. Retransmission of a lost packet: In the original specification of TCP, as defined in RFC793, a lost
packet results in the retransmission of all packets sent by the sender from the lost packet to the last
acknowledged packet. This behavior has been eliminated in later implementations of TCP which im-
plement RFC2018. In these implementations some form of selective acknowledgment is used, ensuring
the retransmission of only the lost packet.

3. Size of the TCP header: This is of minor consequence compared to the other two causes of TCP
overhead.

3 SABUL

In this section, we describe a network protocol called the Simple Available Bandwidth Utilization Library
or SABUL.

The use of UDP in SABUL is a natural choice. Its header consists of destination and source addresses and
has a field for checksum in most applications. UDP has no flow control, rate control, or reliable transmission
mechanisms. Abstractly, it allows an application to work directly with the IP layer. It thus makes it
straightforward to transform any protocol written on top of UDP into a protocol over IP in the kernel layer.

There is one fundamental novelty of SABUL compared with other rate based protocols over UDP, such
as NETBLT, which is the use of both TCP and UDP in the protocol. The UDP channel is dedicated to the
data transmission. The TCP channel is used for rate control, flow control, and reliable transmission. The
packets on the UDP channel consist of the usual UDP header plus a 32 bit field for a sequence number. On
the TCP channel, each packet consists of: a list of lost data packets, a field stating the requested data rate,
and a field reserved to report the state of the receiver’s available buffer size. We define the communication
state information to be the information contained in these TCP packets.



The flow is assumed to be unidirectional. Data is sent to the receiver over the UDP channel, while
current communication state information is sent over the TCP channel, from the receiver to the sender. The
fundamental reason for this setup is simplicity. This simplicity allows us to design the protocol without
concern for the potential loss of flow control, packet loss and rate information on the sender side. Since
the communication state information is passed over TCP, its arrival is ensured; since the amount of this
information is relatively small, it should have a negligible effect on the overall performance of SABUL. This
simplification also allows us to easily make changes in the mechanism for rate control, packet loss recovery
and flow control, since modifications are isolated to transmissions on the TCP channel.

Another reason for the use of both a TCP channel and a UDP channel is the need to write this protocol
completely in the application layer. With two communication channels, the library used to implement the
protocol on the sender side was designed to use two threads. One thread to listen for feedback from the
receiver, and the other thread to transmit the data. This way, data can be sent at a controlled rate, not
having to block for incoming packets containing communication state information from the receiver. Without
the use of two communication channels, this could be avoided only if the protocol was implemented in the
kernel. The library that we wrote to implement SABUL in the application layer uses the shared memory
between the two threads to give the thread that is sending the data an updated account of the communication
state information obtained from the thread listening to the receiver.

Thus, the main improvement of SABUL over NETBLT, and similar implementations of rate controlled
reliable UDP protocols, is its continuous updating of communication state information. NETBLT uses a
mechanism that sends buffers of data at a fixed rate. At the end of transmission of each buffer, the receiving
side of NETBLT sends the sender a list of packets that were lost in the transmission of this buffer. The sender
then resends these packets; the process continuing until all packets in the buffer are accounted for. Then
the next buffer can be transmitted by NETBLT. NETBLT needs to block until all packets are accounted
for on the sending side before sending another buffer. This process can be further delayed since packet loss
information is transmitted unreliably by the the reciever to the sender (since this information is sent over
UDP). Another deficit of NETBLT is that it needs to wait for at least one round trip time to get each update
of packets lost.

In SABUL, however, each time the receiver notices at least one missing packet, it uses the TCP channel
to transmit to the sender a list of packets that were lost. It does not have to block the sending of packets
over the UDP channel to wait for an incoming packet containing the communication state information.
This allows for changing the rate and flow of data, and retransmission of any missing packets during the
transmission of the data. The list of missing packets is updated every time a missing packet is received.
If during a predefined amount of time no packet was lost, and thus no transmission sent to the sender
on the TCP channel, the receiver sends a notification of this fact to the sender with communication state
information. This allows the sender to empty its buffer of packets which have successfully been received and
adjust the rate and flow if necessary.

4 Using SABUL

An application using the SABUL library needs to use the Open, Send, and Close methods from the library,
in this order, to send data over the network. An application needs to use the Open, Recv, and Close methods
from SABUL to receive data. In the Open method, the sender and the receiver exchange information, over
a TCP channel, about the maximum buffer size, initial data transfer rate requested, and the maximum
transmission unit (MTU) size. The initial data transfer rate, as well as the MTU size on the sender, will be
set to the minimum of the two rates advertised by the sender and the receiver.

In the Send method, a thread is initiated which will try to read the communication state of the receiver
using the TCP channel. This thread is referred to as the TCP thread. The sender then starts by sending
the data as UDP packets (equal in size to the MTU of the socket) in the main thread of the Send method
(referred to as Main thread in this paper).

The Main thread has two phases. In the first phase, the Main thread sends the given data as UDP packets
by attaching a sequence number using the ”writev” call. The ”writev” call is used since we do not have the
overhead of attaching sequence numbers to the individual packets we send. After every packet, the Main



thread checks whether it is transmitting the packets at the initial rate. If it had transmitted the previous
packet faster than the actual rate at which it’s supposed to transmit, it waits for the calculated time interval
before sending the current packet. After the transmission of a fixed number of packets (currently 500), it
checks for the amount of packet loss obtained so far. After the same number of packets, the receiver sends
the state information to the sender. This information is made available by the shared variable between the
TCP thread and the Main thread. The Main thread then corrects itself to a data rate based on the feedback
from the receiver. If there was no feedback from the receiver, the sender continues with the current data
rate. The correction to a new data rate (higher/lower) is based on the amount of packet loss. The Main
thread tries to tune itself to a packet loss rate of less than 1 percent. In the Main thread, after all data
packets have been sent, then the Send method goes into the second phase.

In the second phase the Main thread fetches the sequence numbers of the packets that were lost in the
first phase and starts sending those packets at the current data rate after the first phase. The Main thread
also starts sending packets from a second buffer if it exists. That is if there was a subsequent send call, every
alternate packet sent to the receiver is a packet from a second buffer. Note this is not a block transmission
protocol for the following two reasons. First, the sender does not have to wait for the lost packet information,
since it retrieved it over the TCP channel during the first phase. Secondly, a second buffer of data can be
sent while the lost packets of the first buffer are retransmitted. As in the first phase, it corrects itself to
a data rate for which the packet loss rate is maintained below 1 percent. The Main thread continues this
process until all the packets have been received by the receiver. The receiver sends the information to the
sender that all packets have been received, through the TCP channel.

The TCP thread gets the state information from the receiver. It does this by a blocking TCP read.
There are four types of state information received by the TCP Thread:

1. Number of lost packets

2. The sequence numbers for lost packets

3. The total number of packets received

4. END signal indicating the completion of all data transmission

On the receiver side, the receiver keeps receiving the UDP packets and places them in the correct memory
location determined by the sequence number and the MTU size. If a packet has been received correctly then
the receiver attempts to receive the next packet. If the sequence number received is greater than the expected
sequence number, then the receiver sends the list of lost packets (the packets between the expected sequence
number and the obtained sequence number) to the sender through the TCP channel. If the sequence number
is less than the expected sequence number, then the receiver places the packet in the correct memory location
and removes it from the lost list. Once the receiver has received all packets, it sends an END signal to the
sender.

Thus SABUL achieves the transmission of a large data transfer using a TCP and a UDP channel. The
library uses the benefits of both UDP and TCP. The first implementation of this protocol achieves basic
functionality. We are currently in the process of further developing the protocol to increase its performance.
In addition, the next version of SABUL will include changes to the API allowing more flexibility in tuning
at the application layer.

5 Experimental Results

The SABUL library was implemented in C++ on Linux operating systems. It has now been ported to
various Unix platforms (SUN OS, Solaris, AIX, IRIX and Free BSD). The experimental results of SABUL
on Linux and Irix machines are given below.

Tests were conducted between a node at Ann Arbor, MI and a node at NCAR, Boulder, CO. Both
nodes used the Linux 2.2.17 kernel. They had 256 MB of RAM and 100 Mb/s fast ethernet cards. These
two machines are interconnected by Internet 2’s Abilene network with an OC-3 uplink (155 Mb/s). The
bottleneck in this experiment is the Fast Ethernet cards.



We transferred 128 MB of data from Boulder to Ann Arbor. Results of SABUL are compared against
Iperf as well as PSockets [3]. Iperf is a network performance monitoring tool from NLANR. Here we tuned
the network with the bandwidth delay product which was calculated to be 512.5 KB. The PSockets library
used finds the optimal number of parallel sockets and then transmits 128 MB. The packet loss was also
measured during these tests using the "netstat” utility. The tests listed below are averaged over 5 runs.

Library/Utility used Rate in Mb/s | Packet Loss Percentage

Iperf with TCP window tuning 83.3 0.0 Table 1
PSockets with 19 parallel sockets 85.27 0.085

SABUL 95.63 0.95

Both Iperf and PSockets use TCP for data transmission. Using Iperf along with TCP window tuning
we obtained a throughput of 83.3 Mb/s. PSockets detected the best number of parallel sockets to be 19.
The maximum throughput obtained using PSockets was found to be 85.27 Mb/s. The maximum packet loss
percentage we have observed during a TCP transmission over a well tuned Abilene network was 1 percent.
Therefore SABUL was tuned to run with a maximum packet loss of 1 percent. The percentage of packet loss
is given in the last column. Table 1 shows that SABUL’s performance is superior to the throughput results
obtained by Iperf and PSockets.

Results of SABUL in the reverse direction, from Ann Arbor, MI to Boulder, CO are given in Table 2.

Library/Utility used Rate in Mb/s | Packet Loss Percentage

Iperf with TCP window tuning 10.1 0.11 Table 2
PSockets with 19 parallel sockets 40.68 0.57

SABUL 62.50 4

The throughput with the regular TCP channel with TCP window size tuning only was 10.1 Mb/s with
a packet loss of 0.11 percent. The TCP window size was calculated to be 510 KB. PSockets with 19 parallel
sockets produced a throughput of 40.68 Mb/s but the packet loss rate was found to be 0.57 percent. With the
SABUL library we were actually able to achieve an average throughput of 62.50 Mb/s with maximum being
73.67 Mb/s and minimum being 31.36 Mb/s. Note that there were tremendous fluctuations in the packet
loss while transmitting between Boulder to Ann Arbor. When necessary, the SABUL library auto-tuned
itself to transmit at a low rate. The average packet loss while using the SABUL library was found to be .6
percent. The minimum and maximum packet loss percentages observed during these tests were 0.1 and 1.2,
respectively.

Now we turn our attention to results which illustrate the congestion avoidance algorithm in SABUL. The
graph in figure 2 shows the adjustments that take place in the transmission rate during a data transmission
using SABUL. The measurements for both figures 2 and 3 were taken for one of the tests conducted from
NCAR to Ann Arbor.

The graph in figure 3 illustrates how SABUL constantly adjusts its rate of transmission. It almost always
(except during the initial rate adjustment) keeps the percent packet loss rate below the acceptable 1 percent
throughout the entire transmission of the data buffer.

6 Discussion of Results

In general, we are encouraged by these results and believe that with further work SABUL can be an effective
companion to PSockets. We realize, though, that more work on the algorithms in the library is required.
The two algorithms in SABUL which need to be modified are the means by which packet rate is set, and
the response of SABUL to packet loss.

During another set of tests, we requested a rate of 98 Mb/s in the LAN environment and achieved a rate
of 98Mb/s with SABUL while PSockets reported a rate of 95 Mb/s. We predicted that we would achieve 98
Mb/s, or at least achieve a rate better than that obtained by PSockets because TCP has a greater overhead
than the SABUL algorithm. That is, the packet loss in the LAN environment is negligible, and thus the
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Figure 2: Varying data rate of SABUL

algorithm we use to deal with lost packets should have no effect. Thus in controlled conditions, the rate
control algorithm seems to work.

However, we also observed on one occasion that SABUL gave unexpectedly poor performance in one
direction (worse than TCP), between two nodes, while it gave good performance in the reverse direction.
On further investigation it was observed that one of the nodes was already at 99 percent utilization. We
hypothesize that the current rate control algorithm requires that the load on the node be somewhat less
than full. We hope that with a better choice of algorithm, this can be avoided.

The tests we ran in the WAN environment showed that SABUL, in its current state, is able to obtain
better performance than that of PSockets. We gauge performance as the ratio between throughput and loss
data rate. The loss rate, in almost every test, was less than 1 percent. The reason for this is SABUL’s
dynamically adjusting rate control. However, there are times where it still goes over 1 percent, and we don’t
feel this is acceptable. In figure 3 we also see an initial spike in packet loss, but this we can attribute to
setting the initial packet rate too high for the traffic conditions which where present during the test. We
have never observed a single TCP connection to go over 1 percent, and thus hold this as a goal which needs
to be met by SABUL. Note though, the PSockets library in general will not set itself to over 20 sockets, since
this will not give the best throughput, but if it is forced to use 20, then there is an average packet loss of 5
percent [7]. That is, if there are 20 TCP connections into one machine competing for bandwidth, there is,
on average, 5 percent packet loss. Since multiple SABUL connections could be tuned to keep the aggregate
loss rate lower than one percent, it might be possible to show in the future that SABUL is even more “TCP
friendly” than TCP.

To improve SABUL’s response to packet loss, two aspects of SABUL’s current implementation can be
addressed. The first aspect is: as the packet loss goes over 1 percent, the rate of SABUL’s transmission
is reduced linearly. We will experiment with various other functions to reduce the transmission rate. The
second aspect is: if the sender does not receive a rate notification from the receiver, it continues to transmit
at the previous rate. However, it is possible that due to congestion there is a delay in the TCP channel
which carries this information. We will experiment with reducing the rate according to various functions, if
this information is not received from the receiver.
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7 Conclusion

We are not proposing here that the days of TCP are numbered. Due to its wide acceptance and many
refinements over the years, it should still serve well as the general purpose reliable transport protocol. We
see SABUL as a more specialized protocol serving the needs of applications that require massive data transfer
on high bandwidth networks over long distances.

The capabilities of both computers and networks have changed over the years since the conception of
TCP. Modern networks have such large bandwidths that it has become a challenge to utilize the available
bandwidth. Memory and CPU concerns, which affected the design of TCP, are different in the present
environment. Modern day machines can store hundreds of megabytes in main memory and a program like
SABUL takes advantage of this, allowing the application to set the size of the buffer. Presently this is being
done in user space. However, if SABUL was used as a model for a future protocol written in the kernel
then this could be done in Kernel space, saving time by reducing memory copying. Processor speeds have
increased to the point where writing a rate control method is possible. Most modern day processors can do
over 2 million instructions per second, so sending packets on the wire at a rate of 9 thousand packets (100
Mb/s) per second is not an issue. Even with the advent of Gigabit ethernet, if one uses jumbo packets, the
wire rate still works out to only approximately ten thousand packets per second.

We are in the process of completing extensive testing on SABUL and the algorithm is being fine tuned,
but the results obtained thus far are promising. If we take the performance of the protocol to be the ratio
of transfer rate to packet loss, it has proven to be comparable to PSockets. The next step is to test it on
Gigabit Ethernet and long distance transfers where we expect it to excel over PSockets. In [3] we have shown
that PSockets performs at least as well as a well tuned TCP socket; thus, SABUL is a library which, in its
initial conception, is meeting the performance of current TCP based protocols for the transfer of large data.
In addition, like PSockets, tuning SABUL is done in the protocol, thus eliminating the extra time needed
for tuning that occurs in applications using TCP directly. Finally, like PSockets, SABUL does not require
system administrative privileges to facilitate tuning.

The design of SABUL, specifically the use of both TCP and UDP channels to keep protocol specific com-
munications separate from data transfers, will allow us in the future to experiment with multiple algorithms.
We are therefore very hopeful that we will be able to build a library which will exceed the abilities of any
current library built solely on TCP or UDP for large data transfers.
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